HRE5FE

—METHEHLZNE N RZREHFTES

G ', R B2LARANS.X F34L8H #'
(1.7 e FHEF R bF 100070;2. 8% & FHE K F % 710071)

W OEAAMMLENATESR-MERNETEL TR, LERIGEH T BEARRGEIRGE
ZE], WL NG ¢ W BEZ AR A RIS L, 1) 4 A R0 2 4w O T T R I B LA BT 28 4 AT
U o T AT (53] phY 2 OS50 R R AT O B o0 A DR R 3 1 — bR T D 2 R 1 e BT A T R R
X7 S8 ) 22 A VEFNRCRIEAT T R G A FEW]

K BB R ¢ T 1) 20 4 W (5 il 4 IO R 2 A RO

doi: 10.11959/j.issn.1000-0801.2015202

A Forward-Secure Digital Signature Based on Elliptic Curve
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Abstract: The forward-secure digital signature is an important digital signature scheme. It requires that even if the
attackers have already been given a signature key by invading a system in ¢ time, it still can’t forge signatures
before time ¢. In other words, the forward-secure digital signature provides an assurance that any signatures in the
previous periods are still valid before the key compromises. Based on the elliptic curve discrete logarithm problem
and the factoring problem, a forward-secure digital signature scheme was put forward, and the safety and efficiency
of the program was analyzed and proved systematically.

Key words: forward-secure, elliptic curve, discrete logarithm, signature, factoring

1 55

- BFEAT ELEY— Bt A E5
BH TR TERIE, e % 4 1 % Bk R IE
Jo T g g A L JLROR R 7 R i R A
i LA 2 56 00 5 51 0 ok e K 2 9 8 £l B4 L kR

5 B 81 :2015-05-15;1& 51 H #7: 2015-08-01

TS H IO F B, XM+ RS UZETHT
AR PRI AL BRIRBE— D R GEATH IR ] RE 1 32 A
[F B et DR 52 B ) LS Al O B0 0D

T3 — b B ARG th o B 8 51 R 4 A R O R TR
DRI T % A, R AR W R ST AR I [ B A e
JH 25 R )2 1 S8 AN 2 B W A 6 ) B % &

EETE b e iy B EEA B 5 2% % 005 4 BE BT H (No.328201521) , b &0 Hy 25 e 1 45 92 490 % JF R 4 R (No.2014kf-chy)
Foundation Items: The Fundamental Research Funds for the Central Universities(No. 328201521), Open Fund of Key Laboratory of Beijing

Electronic Science and Technology Institute(No.2014kf-chy)

W5 AR RN A, = 55, U7 SN — AR T Il £ i e RO 2 A L R 2015202
Chen H Y, Yuan Y, Wan Z J, et al. A forward-secure digital signature based on elliptic curve. Telecommunications Science, 2015202

20152021



BIERE 2015 £ 5 10 #

=

i &
L
R e (NS (8 P AL U e e R g
FLAY T % e Anderson™fE i . Bellare Al Miner® I 45
TR R 2T A IERE X, JFET Fat A FI
Shamir A% 475 R4 T AT Z 2 MFEL TR,

T 17 % BT 2 A I T R S BT 4
TR T AL EERHEARE D A
BRI MR Z R B, 7R — I T B A R T Y
B EAMN TSRS EN RN ELFER JFHES
— A~ I ] B 5 TR 7 A R 5 A 1) B 2 A A
Fo BB E LT R LA I B RAEAE
ME— A A . T AN O 2 4 R A AL T L
SR E R 7R 2 R R TE IR B A L R A — A B
T )42 A 07 S B R R AR R it 2 I AR A
T2 7y i A R R RO T O ] B 8 42 R TR
{9 5 R8I ik 2 0 % R R B A R AR TE—
BT SRS AT, BV Y R T,
F I 8] B9 2 24 AT SR 2 AT AR A

A, 2 50T I % 4 0 B2 2 R B AR KRB
SIS R (S ) O LN il ol R < D O e
PEEOR 58w, WK B B I B TR T AR L
(87 4 7 S I AT MR R OR ARG, 1075 A 9 7l 1) 45 44
07 G 70 P IO 5 00 4% B R R I A i S R
PRAN 5 FIER I B A5 i 1) 2 42 B0 S A R OR 58 . B
T T o B R e A A TR o o O —
ARBLHR 0T BA [ B HA AR % 1 2 0,k ot £
% (elliptic curve cryptography , ECC )% 1% 4 — F 17 % 81 1 ik
JEZEH RSA M ElGamal 0% R 58 K15 £ i 22 15 2 A ] A9
IR ECC AN MM E L ERPIE /MG 2, X {15
ECC 11 B 26 %0 % % 4 B 3% (elliptic curve digital
signature algorithm , ECDSA ) 7£ 5 3l 5 s 1 H H HL A B 4
f 12 R B 2 2 AR 3T

Wi 30 PR AR T AL I 2% LA S 6 3l 5 ¢ i B AR 1 PR
T R T oty 2 4 o RS R 32 B AT Y E AR, B A
FCR R A BRI A 57 SCIR[9) 3R Y T — P Ak
THR & M F a2 R, HEZTFRIFAREH
ERETE 2, Wb HE# — BRE 788 MEERE
(92 2 R TT LA D 28 40 B AR B By 2 40 . IR A
TEBFFE A-R ARG FE R b AR 5 o 1 A OG TR A

=M R PR T AU R R B
SRR AR B o X R S S % SCIR2,3] R AR ]

BT PRI TR L R 2T B TR
YIS RN T sy I L 3 i 2 e o

2 EAXHR

A B SHmT,

o F A p DIUR A IR HARHE A KRR p

© Z0 FORA n AR BB Z, 57 0 TR L
f AR A TR

o h(m): FoRfE B m RTHOS ok B0 A7 A0 3L 0 i1
21 HIMREERFEMELRER

i 1) 42 28 44 1 e CINE

B (T ) %A B0 2 4 07 %8 ) i 1) 2 2 BT %
LR -BAFERE RS BHSCREE SRS
gk ] LUE AL & 78 ) FS=(KG, evolving, sign,
verify), FHEIZHIMAR 4 MRS,

B E W (key generator,KG ) 8- TR L,
ke N, THRTTFBITHE B, £ERH
B T MHEMSE A RS A8 PK
W s A5 SKo, H(PK,SKo)«<—KG(1;,T) % 7,

o BT (evolving) B3k AR B P AEAC R
G- 1) 25 SR I i A 4 FA S0 F AL BH SK B T —
JAIBIRGA SK;, RGN b — B A K. H
SK;«Evo(SK;.) %5 .

o B (sign) B RS BN R YR
B SK; M55 25 (0% 2418 B M i i 3% Ja 0 3 0
B MWEAGE. TG E—Sens(M)FER .

B (verify ) 5% AR F R A ORI
JAM G A PK ERTE M FRIEE S G.E; i
WA 0 KRB LZEL, Miliih | Rz
BB H bV, (G.E))FER .,

fE R AR B BRERENE LR E R
PRS0 % A LR R R R e R . A
AR SR T, SKy, w545,

X 2 (A hiE ) Al £ i (unforgeability ) /&
SRTEARE T )% 2 % 2 R AT AT 80k & R
LR O 38 A A — A AR Tl ) 2 225 44

X3 (H % A ) T 4 4 Pk (forward-secure ) /&
BRI &L &b, AR H R THE o« I 20 1) %
A TEEE I ¢ 20 2Z 0 A I TGk fh i ¢ B2
R &4,

2015202-2



s ...

22 ETHREKERE

XA (M I 2 Ou i) ) 25 1 — A TRl
el £,P o h 2 LA — n, BB A R R & n, B
—BERLE ke 7, ATLMRAE 5T Q=kP, {H2 4R AE
PANQ KAk HR A7 RER

XS5 (REMEFE)p Rl g AP REE N=p-q.
W p il g KA N A S (HR IR RGE N K p
g BT+ 3 R A

3 ETHEMBLHNEZEEZZIT

(1) %514 B
R F L E 2R L E, BT E
L= P, B K EH 0,

C WH RN BN T, BHLE AR K 24

p1 Fpy, H5 N=pip, H Non,

- BB dye 2 B AN SKo=d,

- Q=SK, PSS PK=(P.E.n,0).

(2) % SA AL

BREHA B 1<j<T, B4 EMBHAMA j-1
it B2 % 91 SK,_, 1H58 SK=SK2 (mod N), M Bk 45t j-1
B B 0 2% 51 SK, , I 0 2 A AR A B B B SK

(3) ARk

ORES k ke, |

@R P=(x,y) ,r=x mod n, # r=0, W% F 4 KD,

@it 51 U e=h(mlirll),s=SKek mod n , %
5=0, W L RO,

OF 353 Z AR IS\

(4) R iE Rk

- RN PK=(PEn,Q), %% G.6) MG B m, Bk

rsel’s

« A e=h(mlirl).,

B e =)

« 8 v=x, mod n,

VR = BRL B RS 2 TR

m G R I E=(rs),

4 ZEMSHT

41 Emk
i S A B o 0 A4 5 SKG=SK 2 (mod ),
15 Q=SK,” P=SK~" P, sk (1)

2015202-3

(se™)Q=(SKk)Q
=SK*"k*SK P
=k""P
=(x.y) (1)
JiT AR 5 % AR S IR 1Y)
42 miEREMH

(1) %5 5 kAl 555 0 9 7 o) 22 4

AT EPIE LR SK 7E 5 £ i B op R 4 i B
JA<j<T)ARFTAR W ST 3, T4 24 A5 PK fEX A%
Zid BRI AR FEARAE TR R A % Bk LRk SK =
SK?y mod N 247 4 MRz M, DAt 2R gk 4 A i
T SK SRt j it BeZ B AN, SRR AR N 1Y 2
YR [ A R T2 KA 0 ) 3% R R A BN KB N AT
i, 1K I KB A A L BT LLRL A SK, B A T el
Zet,

(2)% % kb 2 2tk

s & CARE TH j HBRAA, & RaE
55 BB AR ths 5 -1 BB 4, sk (2)

(se™)* Q=(SKk) " Q
=SK? k*SKP
=SK?" "k*"'P
#k7P (2)

Sk FE R AT R T SE A — BE T &
B NAT I BI04 45 RO A0 N R0 T 18 o 220 B 01 16
TR AT LA B 5 4 AT R I B 4 0 [

P 38 o DL E A ) RGBT AT LR Y T
FIE S | B2 4 DL R RV, Sk it j Bz
R 24, FTLAARSE 44 7 5 A FUIE RS0 AT ) % 2
4.3 HthiEs

PK AR R %2 Bk 0 A8 S B AR A A B PK
T S HQ RAKIAAE SK;, T8 4t oH 17 1 A 50 o 2 1
HBON IR R 0t i 2 2 G T 0 o A B R AR S 44 2 T
A SK;. B4 s 1E NS0 j I B 2 4 S B AL 4y
i s=SKek mod n n[ I, WK I AW i s 14 35 b
RN SK; SR AL AUHTE kR AR AR A kO
W 0 ot 5 88 T 50 A 1m0, TR M Tl 5 Tk A s
WRAFZE G SK; o o T T A 36 0E 3k W R R i 2 A
ANHGER SK Ak ST, A this A SK)
HATE A WEE T ki, BRI R,

B ity % thd j i BEAO RV SK, ol L B B L 4



BERF 2015 £ 10 #

k' eZ, it5 s'=SK/ek'mod n k""" "P=(x"y") 1 r'=x'mod n,

HET i j B A R G, e E=( ") B R AR
E R, T,
(s'e™) " Q=SK*"k""Q
=SK'"""k"Y"SK 2P
#k'P
=(x"y") (3)

PRt Bk ek o, A7 6 A BRI A A
5 TJIEEgE

3ot 2 T 5 AR KT A T R
44%%%%L%%Eﬂﬂ%%ﬁ%%%*%ﬁ%%:
W%%fﬁdﬁﬂﬁ%$2# — W RIEHHEFR
Rz B e B Sk b Rk AT ﬁm% B — W

wEH, E%?%!%%%ﬁ%u%§%¢mﬁﬁﬁﬁw
AR R AR R W, AT R4 R
JERE AR PR R, 3 BCR AR AR S TR

6 HRIE

1 I ol 2 8 O S T ) R R, AT
H W A 0 o 4 3 OR B 9 R Y AR SR T 1 5 ol 2 9
IO B0 ] RS T — b A A ol 4 A e A 1 2
FEATR, A IGIE T3 % 407 S 00w 2 4
P72 HL T 55 B0 T B SR B T IR T 5

2 % ik

1 Bellare M, Rogaway P. The exact security of digital signatures:

=4

how to sign with RSA and Rabin. Proceedings of Cryptology-
Eucocrypt 1996 Lecture Notes in Computer Science (LNCS),
Cambridge, UK, 1996: 399~416

2 Guillou L, Quisquater J. A practical zero-knowledge protocol
fitted to security microprocessor minimizing both transmission
and memory. Proceedings of Cryptology-Eurocrypt 1988 Lecture
Notes in Computer Science (LNCS), Davos, Switzerland, 1988

3 Micali S. Asecure and Efficient Digital Signature Algorithm.
Technical Report, MIT/LCS/TM-501, 1994

4 Anderson R. Two remarks on public-key cryptology. Proceedings
of the 4th Computer  and
Security(ACM), Zurich, Switzerland, 1997

Annual Communications

5 Bellare M, Miner S K. A forward-secure digital signature
scheme. Proceedings of the 19th Annual International Cryptology
Conference, Santa Barbara, CAL, USA, 1999: 431~448

6 Fiat A, Shamir A. How to prove yourself: practical solutions to

identification  and
Cryptology-Crypto’ 86, Santa Barbara, CAL, USA, 1986: 186~194
T FEESE W e O DT SR T I I 2k % AT 1 n] IAIE 2% A1
3 7 IR A8 B AL S R R R A 2 3R L 2004,27(3):28~32
Sui A F, Yang Y X, Niu X X, et al. Research on the

signature  problems.  Proceedings  of

authenticated key agreement protocol based on elliptic curve
cryptography. Journal of Beijing University of Posts and
Telecommunications, 2004, 27(3): 28~32

8 EKUEAR A LG WA IE B LT [ il £ AT AL Y — b T
W4 T7 5. LRI L K24 24 4, 2004, 27(2): 44~47
Cai M C, Yang Y X, Hu Z M. Electronic cash scheme based on
elliptic curve cryptosystem. Journal of Beijing University of Posts
and Telecommunications, 2004, 27(2): 44~47

9 EwF, MELLEE, ARAL. TG B £k 00 H e e e R S A4 T
FATHAL TR S 5 ,2006(18): 150~151
Wang S P, Hou H X, Li M. A forward-secure digital signature
scheme based on elliptic curves. Computer Engineering and
Applications, 2006(18): 150~151

10 Michel A, Leonid R. A new forward-secure digital signature
scheme. Proceedings of Advances in Cryptology - Asiacrypt
2000, Kyoto, Japan, 2000: 116~129

E&E B ]

BRAE ek, 55, A, b 50 s T R B2 e A
TR TTEH FRE R S a T
BHE = B WA A B R A T, &
SEWEIE T ) AR R T A S G R
Wk

RE B, NLHRETRHOREM A,
W58 7 1) D 4 B 22 4 M 0 il 2 B HG o T
E

A9 AUt TR BE VRN, 32 AT T O 1] A ) 4%
A MR IR i 2 R H A R T 5

XK, VL TR R B A ST 5 ) O S
A MR i 2 R H % T T %6

B, S AU TR B A A BTSS0S fE A
A W I 2 K H A Oy 5

2015202-4



